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«COTJIACOBAHO»

[pencenarens

Ynpasisorero coera LIKOJTBI .
¢4~  lvuar H. B i

«COTJTACOBAHO»
Hpencenarens ITK

_feeey '0.10.Pomanosa
|

ITomoxxenue
| 00 MH(DOPMATMOHHON 6e30TIaACHOCTH
MyHALHIIAaNEHOrO aBTOHOMHOTO 001meobpazoBaTebHOr0 yupexnenus HOxuHo-
HyOpoBuHckas cpenmss obmeobpaszoBaressuas koA, "
3 _ 1. O6mme nososkenus.
L.1. ITonoxenue 06 HMH()OPMAIIMOHHOH  “Ge301IacHOCTH MAOY  IOxno-
I[y6p0BI/IHC;KOI\/’I. COLI (mamee - [lonoxenue) paspaGoramno B COOTBETCTBHH ¢
DenepanbHbM 3aK0HOM No 273-D3 oT 29.12.2012 r. «06 o6pa30B!1HHH B Poccuiickoix
- Qenepanumy, DenepanbHbM 3aKonoM No 152- @3 ot 27.07.2006 F.} «O nepconanpHbIX
AaHHBIX», DeepanbHbIM 3aK0H0M Poccriickoi Denepanun or 27.07.2006 roxa N 149-
@3 «O6 unupopmarum, MH(OPMAIMOHHEIX TEXHOTOIHIX U O 3alluTe HHpOPMAIUN,
ITucemom DenepabHOro areHTCTRY 110 00pazoBanmio ot 29.07.2009 r. Noe 17-110 «O6
O0OECIIeUeHUH  3aluTE] MEPCOHANBHEIX  MAHHBIXY. ITucemom Munwncrepcrsa
o0pasoBanuss u Hayku PD or 13.08.2002 r. N 01- 51-088un, «O6 opranuszamuu
I/ICHOJIBSOB&HI/LH MHQOPMAIHORHEIX KQMM}’HI/IK&HI/IOHHBDf pecypcoB B
001me00pa3oBaTebHBIX yapexnenusx», Ilocranornenuem Ipasutenscrea Poceuiickoi
@enepanum ot 17.11.2007 1. No 781 «O6 yrBepxxaeHun Iosoxerus o6 obecrieuenu
0€301aCHOCTH  MepCOHATBHELX AAHHBIX TIpU  uX o06paboTke B HUH(OPMAIIMOHHEIX
CHCTEMaxX IEPCOHAILHBIX MaHHBIXY, Ilocramopjenuem [lpaButenscrea PO  or
02.08.2019 Ne 1006 «O6 YTBEPXKIEHUN TpeGOBaHUU K aHTI/I-”J?eppOpI/ICTHIICCKOﬁ
3aIlUIIEHHOCTH O0BEKTOB (TeppuTOpHi) Munncrepersa npocsemenms Poccuiickoii
- Qemepanu ¥ 06BEKTOR (TeppuTopHit), oTHOCHIEXCH K chepe mesTensHOCTH
Munncrepersa Ipocsemenus  Poccuiickoit benepanun, u (jBOpMBI nacropra
Oe3omacHoCTH 3THX 061;61(1‘0}3"(TeppHTopHI‘/’I)». "' \
1.2. B nousue HH(POPMAIIHOHHOH Ge30MacHOCTH 00pazoBaTeTsHOro YUPEXIEHHUS
BXOIUT CHCTEMa Mep, HallPaBICHHAS Ha 3aIIUTY UH(OPMAIIMOHHOTO IPOCTPAHCTBA U
IIEPCOHAIBHBIX NAHHBIX OT CIYYafHOIO WIIH HaMEpeHHOIO [IPOHMKHOBEHUS C I[EJIBIO
XUILCHUS KaKUX-THOO NAHHBIX WM BHECEHHS H3MEHeHui B KOH(HTYPAIHIO CHCTEMB],
3amura  00pa3zoBaTENLHOTO porecca oT moObIX CBemeHMH, HOCATHX Xapakrep
3aIpeeHHOM 3aKOHOM IIPOTIAraH/IbI, UK IOGBIX BUIOB peKIaMEl. '
1.3. B cocrase maccusos OXpaHIEMOH 3aKOHOM HH(OpMAIHH Haxosauecs B
pacriopspkeHun 06pasoBaTesHOro YAPEKACHUS, MOXKHO BBIIIEITUTH TPU TPYIIITI:
" UCPCOHANBHBIC CBENECHHS, Kacaiolquecs™ YHaIluxcsi U IperojaBarene,
o (ppoBaHHbIC, APXUBLI; o |




. @C)y-)cay 00pa30BaTENBHOTONIPOLIECCa, HOCSIIHE Xapakrep
MHTEIUICKTYaIbHOR COOCTBEHHOCTH U 3AIMUIIEHHBIE 3aKOHOM;
*CTPYKTYPHUPOBAHHAS yuebHass  wHpoOpMaIws, o0ecleunBaroas
o0pazoBaTebHEII mporece (bubnnorexm, 6ass] JaHHBIX, 06 yYAOIIHE IPOTPAMMEI).
1.4. Obs3aHHOCTSIMY JTHII, OTBETCTBEHHBIX 34 3aiuH_Ty UH()OpMaIiH, '
JOIDKHO CTaTh' COXpaHEHWE MAHHBIX B IEIOCTHOCTH U HETIPUKOCHOBEHHOCTH U
~ obecrieyenue ux: -
+ JIOCTYIHOCTH B moboe Bpemst 11 IFo60ro aBTOPU3UPOBAHHOTO
TIOJTE30BATENIS; o d
+ 3AIIUTHI OT JIF060H YTPaTbl MM BHECEHMS HECAHKIIMOH MPOBAHHBIX
M3MeHEHNI; :
* KOHOUIEHIMAILHOCTH, HEJOCTYITHOCTH sl TPETHUX JIHII.
i o2 ~ ¥Yrpo3ssl uapopmManHoHHOil 6e‘30nacnoc!'Tu.
2.1. OcOGEHHOCTBIO YIPO3 CTAHOBUTCS HE TONLKO BO3MOXKHOCTD XUIIEHHS
CBEeICHUI %]/IJII/I TIOBPEXIEHIE MACCHBOB KAKHMHU-IIHO0 co3Ha’rem%Ho JEUCTBYIOIMMHU
XaKePCKUMH TIPYNIHPOBKAMU, HO M caMa JesTeIbHOCTE IIOJIPOCTKOB, HAMEPEHHO, MO

3JIOMY YMBICTY WJIH OIIMGOYHO CIIOCOGHBIX TOBPEJUTE KOMIILIOTEPHOE 060PYJ0BaHKE
|
WK BHECTH BUPYC.

2.2. prnnbl 00bEKTOB, KOTOPBIE MOTYT [IOABEPTHYTHCSI HAMEPEHHOMY HIIH
HEHaMepPEeHHOMY BO3JIeHCTBHIO: _

*  KOMIIBIOTEpHAs TEXHHUKA ¥ JAPYTHe alllapaTHbIe CPEICTBA, KOTOPHIE

MOTYT OBITh MOBPEXACHBL B Pe3yIIbTaTe MEXaHUHECKOro BO3JEHCTBYSI, BUPYCOB, TI0
HUHBIM IPUYHHAM; : ‘

*  UIPOTPaMMBI, UCITONB3YEMBIe 1)1 0OecrieYeH s paboTOCIOCOOHOCTH -

CHCTEMBl IJIM B 006pa30BATElLHOM ponecce, KOTOPble MOLYT IOCTPagaTh OT
BUPYCOB MM XaKEPCKHUX aTaK, |

'+ JIaHHBIE, XPAHUMBIE KaK HA JKECTKAX AUCKax, TaK U HA OTIEJIbHBIX

HOCHTEJISX; :

+ caM IepCOHANL, OTBEYAONTHIi 3a paboTOCIIOCOGHOCT I'T-cucrem;

*  JICTH, IOJBEPIKCHHbIE BHEITHEMY arpecCHBHOMY I/IHCI)()pMaL‘[I/IOHHOMy

BITUSTHUIO U CIIOCOGHBIE CO3/aTh B MIKOJE KPUMUHAIBHYIO CUTYAIIHIO.

2.3. VYrpossl, HallpaplIeHHbE Ha IOBPEXACHHE JIFOOOr0 M3 KOMIIOHEHTOB CHCTEMBI
HE 3aBHUCSIINE OT HAMEPEHHS [IePCOHANIA, YYAIIUXCs MITH TPETHLUX HI/:'[LII |

+  I00ble aBapuiiHbIE CUTyaruH, HATIPAMED, OTKIFOYElrEe BJEKTPOSHEPIHH WU
3aTOILIEHHE; .

+  omwmbKyu nmepconana;

+ c6ou B paboTe IPOrpamMmMHOro obecreueHus;

*  BBIXOJ[ TEXHHUKH W3 CTPOSI;

*  TIPOOJIEMEI B paboTe CHCTEM CBSI3H.

3 Coco6bI HecaHKUHOHAPOBAHHOTO Ji0CTymA.

3.1. Henoseueckuit. Undopmarus MOJKET OBITh IMOXUILEHA HyT(ﬂM KOIIMPOBaHHS Ha
BPEMEHHLIC HOCHTEIIH, IIEPEIPABIEHA 10 HJIeKTPOHHOI T10YTe. pn Hamuaum nocrymna k
CEpBEpPY U3MEHEHHS B 0a3bI JAHHBIX MOI'YT GBITH BHECEHD! BPYYHYIO.

3.2. TIporpamMMHEIiL. s xumeHni  cBejenumii HUCTIOJIL3YIOTCS  CIIEIMAJIbHbBIE
IIPOrpaMMBI, KOTOPBIE 00ECITeINBAIOT KoanoBaHHé“‘ﬁapOHeﬁ, KOIIMPOBAHUE U TIEPEXBAT

b




\
HH(bopMagHH, lIepeHanpasienne Ttpaduxa,
PaboTy MHBIX Iporpamm.

3.3. AmmapatHbIi  crocoG CBA3aH WIM C HCHOTB30Ba;
TCXHUYECKHX CPENCTB, WM IIePEXBATOM  3JIEKTPOMArHUTH
Pa3IMYHBIM KaHajJaM, BKIIIOYAs] TeTePOHHBIE.

| O cucremuom AAMHMHUCTPHPOBANUN 1 06513aH
1 OTBETCTBEHHOIO z:a.anl)i)pMaunQHHym o0eszoma

3.4. Bamauum  ceswzammple ¢ MEpaMH  CHCTEMHOTO
- obecrieunBaromiero HH(pOpMaImoHHy
OTBETCTBEHHOI0  3g
KOMITBIOTEPHOM TeXHHIKH

3.5. ns permte
HH(OPMaHOHHYIO 6

JCMUPPOBKY, BHEC

HHPOPMANHOHHY O

0e301macHoCTs
Yapexnennn. '

C30ITIaCHOCTDH HOJIKEH:

a
Io 6630HaCHOCTB SIBIISIYOTC

II

HUA 33789 MHOOPMALMOHHOM Ge301maciocT

€HUEe U3MEHEHHI B

1M EM CII€qHAIEHBIX
OI'o H3JIY4YEHHUS 110

HOCTSIX
CHOCTE.
TIMUHUCTPUPOBAHHS,
S 9acTbl0 paboThI
0O  O0CIy:KHUBaHUIO

' OTBETCTBEHHBIU 33

3.5.1 C.Hez[]fzITL 3
OCYIIECTBIATE H3MEHEHHe IApOIIeH 10 Mepe HEOBXOMUMOCT
IIOSIBIIEHNE HOBLIX ITOJIB30BATENECH B ¢

3.5.2 Obecneunsars (QYHKIIOHMpOBaHUe IPOTPaMMHO-arTT
3aIUTBI 10 BHEIMHUM U(DPOBBIM JIMHUIM CBS3IL

3.5.3 O6ecrneuus
CCPBEPOB, TaK U Ha yPOBHE MOJIB30BATEIIEIL..

3.5.4 O6eciteunsars HOpPMaJIbHOE
. KOIIUPOBAHUHI. ,

| 4. basbr faunpx,

4.1. bBasel nanmpx IO IJT
TOZUIXKAIMX HHDOPMAITHOHHOM 3alIIUTeEY.

4.2. Bce HIPONCAYPBI 110 HCIIOIB30BAHIIO
OCYINECTBILIET. OTBETCTBEHHbIH 38 BeeHHe 6a35 hi§

. Pe3epBHOE KoIKMpoBaHue;

HNOJKIIOYEHNE W OTKITIOYEHHE [I0JTb30BaTeIel;
BHECCHHUE U3MEHEHHH B ¢
AQHHBIX TOIIEKAIMX HH(DOPMAIHOHHO] 3aIlUTe
CTENECHU KOH(DUIEHIHATBHOCTH
CBA3AHHBIX C JaHHOU Oazoil.,
4.3. B cay4ae eciu 6a3a

32 0asy  nmaHHBIX PYKOBOJCTByeTCst
aYTEeHTH(UKAIINNY» HACTOSIICIO JIOKyMEHTA.
o - Cucrema ayrenTudguranmum.

5.1. Hascex
5.2, JIns MCHONMB30BaHuS TOKATEH
UCIONIB3YIOTCS.  IPYIITOBAs UJICHTUDUKALUS:  [T0JI530BATEN N,
YIUTEb, aJIMHHUCTPATOp ¢ pas
cepsepa.
5.3.
TapOJIH.

I'PaHnYeHNEM IipaB HOCTyI1a K

st Bcex mompzoBaTeneit

a coburoIeHrem TPeOOBaHUI 110 MAPONBIOH 3

Bi3U C U3MEHEHHUEM KaapoBor
ap

dTb MEPOLPHATHS TI0 aHTUBHPYCHOMN 3aIIUT

(QyHKIHOHMpPOBaHUE  cric

exarme 3aIlUTe BHOCSATCH B «Pe

IICPHUOMUIECKUH KOHTPOIIb HCIIPABHOCTH PE3EPBHBIX KOIIHIA;

TPYKTYpy 6a3kl, a Taiske U3MEHE]
», TPH HEOOXOIMN
» MECTa DPACIIONIOKEHUS WU T.J1.); TIp

AGHHEIX TPEOYeT NapoIbHOM 3amuTeL, -

TpeOOBaHMAMU  pasnen

IIK ucnonssyeres WINDOWS 7, WINDOWS 10.
O BBIYHCIIUTENLHON CeTH B
-VYEeHHUK

6a3 HAAHHBIX YCTaHABJIUBAIO]

AIHATE, B TOM YHCIIe
|
1 (yrpaTa mapous,

0 cocTaBa | 1p.)
aTHOI'O  KOMILIEeKCa

€, Kak Ha ypoBHe

TEeMbl  PE3ePBHOTO

ecTp 0a3 JaHHBIX

¥ 00CIyKMBaHUIO 6a3pl J@HHBIX
aHHBIX. B ToMm ync

1e:

Huii B «Peectp 6as
10CTH (M3MEHEeHHe
OYMe€ BHIABI paGoT

'O OTBETCTBEHHBII
1 6 «Cucrema

4e0HOM IIpoLecce
‘ I10JIb30BAaTEITH
IKaM (haitjioBoro

Y

H

I1a

ICS YHHKAIbHBIC




- IAPOJIHM) JUIL JOCTyIA K UH(OPMAIMOHHBIM

5.4.

5.5. YcraHOBUTE OJIOKMPOBKY y4eTHOM 3aIiCH MOMB30BATEIE
HENPaBHIILHOM Habope napoJist bonee sty pas.

Iepuonmanocts mnanosoit cymerns: napouien 1 pas B nagane yae6HOro roja.
U npu

5.6. YcraHOBUTS OJIOKHPOBKY 3KpaHa u KJIaBUATYPBI IPU OTCYTCTBUHN

AKTUBHOCTH I10JIB30BATENS Ha

IapOJIs JUIS pasonoxuposanus [1K.

pabouem mecte Goee 30 MHH., C IIOCIIEAYIOTIHUM BBOIOM

| w " L
5.7. OO6s3ath mONB30BaTEIIElH OCYIICCTBIISATE BBIXOJ U3 0a3bl JaHHbIX, ecnu

ITAHAPYETCsI OTCYTCTBHE Ha pabodem MecTe Golee 1,5 gacos.

5.8. OO6s3are mons3oBarteneit me pasriamaTh CeTeBhlC PEKBU3UTEI (uMeHa wu

HEIOCTYIIHOM MecCTe.

pecypcamMm, a Takxke XpaHHUTh HUX B

5.9. OG6cnyxupanue cucTeMbl aYTEHTU(QUKAINE OCYICCTBISIOT OTBETCTBEHHELE

3a 0a3bl JAHHLIX.

6. 3amura no BHEIIHUM U (PPOBLIM JIMHUSIM

CBSI3 M.

6.1. B memsix ymenburenms PHCKa NOBPEXKAEHUS [TPOTPaMMHOTO OGecTicUenus u

yrepu umHMOpMaruy,

OPOHIMAY3POM U aHTHBHPYCOM.

< \ .
AOCTYIl W3 BHYTPEHHEW CETM BO BHELIHIOO (UuTeprer,
ONIEKTPOHHAs I0YTA) OCYIIECTBISIETCS —depes KOMITBIOTEPHI €

YCTaHOBJIEHHBEIMHA

6.2. 3anpemeHQ HECAHKITMOHUPOBAHHOE - HCIIOJIL30BAHME MOJEMOB WIJIA HHBIX

| _ o |
cpencts noctyna ¢ IK, noaxmoyeHHpx k BHYTPEHHEH CETH, BO BHE

IIHHUE CETH.

T 3 > |
6.3. Tloaxmouenue IIKOJIBHBIX DAa0OYUX CTAHIWH K BHEIIHEM JIMHUSIM CBSI3U

HpOH3BOﬂ;I/ﬂT‘CH B JIOKAJIbHOM BBIYMHACIUTEIILHOU CETU O IIPOTOKOJIaM
6.4. 32[Hp€5HICHO IIOAKIIOYEHHUE Pa3IMYHEIX MOOUJIBHLIX y‘

' Tele(hOHOB, IIAHIIETOB I APYTUX IaTKeToB) K IIKOIbHOM cetn WiFi

7. 3amura ot HECAHKIMOHHPOBANHONO NOXKII0OY ¢S] |

AKTHBHOI'O CETEBOI0 ofiopyszaI-mn.

Ethernet u WiFi.
CTPOHCTB  (JIMYHBIX

H pasMelieHue

7.1.  IllxonbHbIe CepBepa PasMEmAOTCs B KAGHHeTe MHPOPMATHKA IIPH

OTCYTCTBHM CTICLMAILHO BEIJIEJICHHOMN CEpBEpHOA.

- 7.2. Jlocrym x cepepy OTPAHUYCH ITapOJIeM, KOTOPLIH M3BECTEH TOIBKO

OTBETCTBEHHOMY
HH(pOpMaTH3AIHIO.
7.3.

32 MH(OOPMAIMOHHYI0  6e30I1aCHOCTE,

8. Ipouexypa ysossuenus COTPYAHUKOB UMEIOI{HX ]I
8.1. B ciyuae xampossix [ICPECTAHOBOK U U3MEHEHHUI BCe

OTBETCTBEHHOMY

\
3a

Poyrepsl, Touku nocrymna u IIpoHee aKTUBHOE CETEBOE 000PYMOBaHME
. \
AOJDKHO PACIIOaraThcs B MECTax IT0 BO3MOKHOCTH HCKIIIOYAIOIHX C

BOOOZHEII HOCTYIL.
OCTYH K CeTH,

OTBETCTBEHHBIEC 3a 0Oa3pl JdaHHBIX IIEPEHA3ZHAYAXOTCSI IIpUKa3oM zgnpem*opa, HOBBIM

9. . AHTHBHpYCHAs 3a1UTA,
9.1. Ha ocroBanuu IIpasrut momb30Bamms BHELIHUMU CETEBLIMA

- COTpyAHUKaM HPEAOCTaBIISIIOTCS JIOTHHBI 1 IIapoJia JJist HOCTYyI1a. K 6éBaM JdaHHBIX.

pecypcamu  (MHTepHeT, 9eKTpoHHAS IMouTa 1 T.0.) He Jiolyckaercs paGorta 6e3
OPTaHU3ALMK AHTUBUPYCHOM 3aIUTEL. AHTHBHPYCHAS 3aLHTA OpraHu3syeTcs Ha ypoBHe

| o |

pabouux craHimit w CEpBepa  IOCPEACTBOM  JIMIEH3UOHHOTO AHTUBHUPYCHOIO
IIPOrPaMMHOI0 00eCIeUeHHS. ,

9.2. OGHoBiicHME — 6a3zbI HCIIONB3YyeMOr0  aHTHBHUPYCHOIO

obecrieuenus OCYINECTBIISIETCSI aBTOMATHYECKH He pexe 1 pasa B JeH

IIPOrPaMMHOI0

|°




9.3. 3a cBoeBpeMeHHOE OGHOBIIEHNE aHTUBHMPYCHOI'O IIPOI'PAM
OTBEYAeT OTBCTCTBEHHBIH 38 MHOOPMAIOHHYIO 6E30MaCHOCTD.

VIHOI‘O obecreueHns
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